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Abstract: This project’s aim is to describe two application,
first one is keystroke integrity verification and secondly,
malicious traffic detection or traffic monitoring. In this
project we design and implement a cryptographic protocol
that impose keystroke integrity by utilizing trusted computing
platform and this approach helps to restrict outbound
malware traffic. Trusted platform module is an international
standard for secure crypto-processor. It offers facilities for the
secure generation of cryptographic key but in this paper for
generating the public key and private key we are using a novel
approach. We apply basic cryptographic mechanism to ensure
the correct data flow. We describe how to integrate
cryptographic components with operating system and how to
use hardware tools for the integrity of cryptographic keys in
our verification operations.
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I. INTRODUCTION

Today network security is very challenging task because if
we are sending some data from one machine to another
machine, it should be secure and correct at the receiver
side. For making the data transmission more secure we are
presenting a security model and a new approach,
cryptographic verification using a trusted platform module
that upgrade the truthfulness of a host and data. We present
a mechanism that restrict opponent from utilizing host
recourses along with a security property that prevents the
caricature of the data being created at the source.

This project’s aim is to describe two application, first one is
keystroke integrity verification and secondly, malicious
traffic detection or traffic monitoring. In this project we
design and implement a cryptographic protocol that impose
keystroke integrity by utilizing trusted computing platform
and this approach helps to restrict outbound malware
traffic. TPM is a computer chip that can securely store
artifacts used to authenticate the platform (PC, Laptops). A
trusted platform module can also be used to store platform
measurement that helps ensure that the platform remains
trustworthy. Trusted platform module is an international
standard for secure crypto-processor. It offers facilities for
the secure generation of cryptographic key but in this paper
for generating the public key and private key we are using a
novel approach. We apply basic cryptographic mechanism
to ensure the correct data flow. We describe how to
integrate cryptographic components with operating system
and how to use hardware tools for the integrity of
cryptographic keys in our verification operations.
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1. PROPOSED METHODOLOGY

In this paper a new cryptographic provenance verification
(CPV) approach is being proposed. The paper demonstrates
the applications’ features in terms of keystroke-integrity
service and full-bodied host-based traffic monitoring. The
traditional data hiding mechanisms have been inculcated to
ensure the appropriate flow of data corresponding to the
system properties of the host, especially on verifying the
provenance of fuzzy system related data. We also describe
how ciphered components or data can be integrated with
the operating system ensuring the use of hardware tools for
the integrity or uniqueness of cryptographic keys in our
provenance verification operations. The Upcoming four
modules will elaborate how the titled project works.

a. Authentication: Authentication is the process of
determining whether someone or something is, in fact, who
or what it is declared to be. In private and public computer
networks authentication is commonly done through the use
of logon passwords. Knowledge of the password is
assumed to guarantee that the user is authentic. Each user
registers initially (or is registered by someone else), using
an assigned or self-declared password. The weakness in
this system for transactions that are significant is that
passwords can often be stolen, accidentally revealed, or
forgotten.

b. Malware: It can be used to help keep a network secure.
Its primary goal is to control the incoming and outgoing
network traffic by analyzing the data packets and
determining whether it should be allowed through or not,
based on a predetermined rule set. A network's builds a
bridge between an internal network that is assumed to be
secure and trusted, and another network, usually an
external.

c. Cryptography: Cryptographic attribution corroboration
in the design of a keystroke honesty examine that utilizes
the hardware Trusted Platform Module (TPM).
Cryptographic attribution corroboration approach in
realizing a host-based traffic-monitoring framework. The
framework is capable of detecting surreptitious outbound
traffic of OS-level malware by enforcing the attribution
corroboration for outbound network packets. Malware
traffic that bypasses normal network-stack functions can be
effectively detected. In general if we are talking about the
cryptography it is simply encryption and decryption of the
data by using the public key and private key.
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d. Provenance: We produce a set of top secret keys from
the master key for our cryptographic operations in order to
improve the efficiency. Our design involves creating three
private/public RSA key pairs: a signing key, a binding key,
and a storage key. The signing key is used to sign and
encrypt outbound packets as well as TPM quotes.
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IV. ALGORITHM (PELL’S EQUATION)
This is novel approach for generating the public key and
private key. This approach based on prime number. Steps
are given below-
STEP 1
Select a undisclosed odd prime integer number “B”.

STEP 2
Consider the Diophantine Equation:
Z3_BWE = (equation 1)

Let (E o ,I"Fu) be the least positive integral solution of
equation (1).
Here Za ,["L’u are kept undisclosed

STEP 3
Choose two large odd prime c, d
Define M=cd (equation 2)

STEP 4
B=[Zs +o(m)]*—B[Ha+e> (equation 3)
Where “e” can be select such that 1<e< @(m) and gcd

(e;(m)) =1
Since GCD (e, ¢ (m)) = 1, there is a single positive “p”

such that pe = 1(mode (m))
Assume #% #  1(modg (m))

g? # 1(modg (m)) (equation 4)
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STEP5

B =<n + [pm)]*2 +2Za ¢(m) - B [WF+e* 2 Wh ¢
= Zg BWE + [om)]*2 +2Z0 o(m) - Be* 2WaeB

B=1- Be* 2WgeB (mode (m))

B+ Be® 2WheB = 1 (mode (m))

Multiply by ©* on both sides,

Bp® +Be? 2Waw® B = £2 (mode (m))

STEP 6
DEFINEC =g %% +2Wa#*B +Bp
€ = P (mod(e (m)))

STEP7

Represent the given message “n” in the interval (0 ,m-1)

STEP 8
Assume GCD (n,m)=1

STEP9
Publickey= € ,m

ENCRYPTION E= 7 C (mod m)
m 78 em) (mod m)
= 0¥ (1 # 1ymod m)

ok :”uz(modm)

STEP 10
DECRYPTION = E° (modm)
By
= [n?e} ) (mod m)
= nFe [Hence 1967 =
1(modeg (m))]
= n (mod m)

V. CONCLUSION

We gave a common approach for civilizing the guarantee
of system data and properties of a host, which will be the
helpful for preventing malware activities and attacks. Our
host-based system security solutions against malware
complement network-traffic-based analysis. We confirmed
CPV’s application in identifying surreptitious malware
activities of a host, in particular how to distinguish
malicious illegal data flow from legitimate one on a
computer that may be compromised. On the bases of our
research we can that these keys (public key,private key)
that is generated with the help of the Pell’s equation is
more secure. These keys are not select by any user it will
automatic generate with the help of equation. It is more
secure because Pill’s equation is combination of both the
number that is prime and natural number.
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